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ABSTRACT: Traditional hard law tools and processes are struggling to keep up with 

the rapid pace of innovation in many emerging technologies sectors. As a result, policy-

makers in the United States rely increasingly on less formal “soft law” governance mech-

anisms to address concerns surrounding many newer technologies. This Article explores 

four case studies from different information technology areas where soft law mechanisms 

have already been utilized to address governance concerns. These four sectoral case stud-

ies include domain name management, content oversight, privacy policy, and cyberse-

curity matters. After considering the various soft law mechanisms used to address those 

issues, the Article concludes with some general thoughts about the effectiveness of those 

approaches and what lessons those case studies might hold for the use of soft law in other 

emerging technology sectors and contexts. 
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 Historical ages or eras are often defined by the technologies or technologi-

cal processes that shaped them—from Stone to Iron Age, from agricultural to 

industrial era. The period we are living in today has already been referred to as 

the information age, the internet era, and the digital economy.1 Regardless of 

which moniker future historians eventually affix to our current era, information 

and communications technology (ICT) will likely be at the center of it because 

of its importance to recent economic, social, and political developments. The 

impact of these technologies has made their governance a major concern for 

society over the past century. ICT governance has been undergoing a major met-

amorphosis, however, especially during the past quarter century. This Article 

explores how many of the traditional “hard law” mechanisms used to govern 

ICT have been giving way to a diverse array of “soft law” governance ap-

proaches. It also offers a few explanations for why this transition has been oc-

curring. 

 That discussion leads into an exploration of several case studies from dif-

ferent ICT sectors, including domain name management, content oversight, pri-

vacy policy, and network security matters. The Article concludes with some 

general lessons about soft law governance tools and methods that are drawn 

from those experiences. The case studies and the corresponding lessons make it 
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clear that soft law represents the new norm for ICT governance, at least within 

the United States, which is the primary focus of this brief history.2 

I. SOFT LAW, BRIEFLY DEFINED 

 Hard law represents legal and regulatory governance mechanisms that are 

(1) formally promulgated, (2) in accordance with accepted procedures, and (3) 

binding in character. Importantly, hard law includes formal efforts both to im-

pose new restrictions and to remove them. Deregulation and agency downsizing, 

for example, represent hard law enactments even though they remove previously 

enacted rules. However, most hard law takes the form of new laws, regulations, 

or treaties that impose some sort of formal limits on economic or social behavior 

and include clear penalties for noncompliance. Hard law rulemaking procedures 

are standardized and typically require hearings, a notice-and-comment process, 

cost-benefit analysis, and other formal requirements. These procedures are 

guided by the Administrative Procedure Act (APA) and other laws. 

 By contrast, soft law represents a more amorphous, less formal, and con-

stantly evolving set of governance mechanisms that lack the same degree of 

enforceability or “bindingness” of hard law. Soft law scholars tend to agree that 

the term “has no precise technical meaning and its definition is contested.”3 It 

makes more sense to view soft law “as part of a continuum”4 that includes a 

wide range of ever-changing governance options. Some of those soft law gov-

ernance mechanisms or approaches include the following: 

• agency guidance documents; 

• agency workshops and workshop reports; 

• informal consultations between government and nongovernmental actors; 

• “sandboxes” or special trial-run approaches to alternative regulatory ar-

rangements (which can also include geographically defined innovation 

zones5); 

• multistakeholder processes; 

• the formation of best practices and voluntary codes of conduct (either for 

organizations or individual practitioners), often formulated through mul-

tistakeholder processes; 

• industry standards, certifications, and self-regulation; and 
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• education and awareness-building efforts. 

Many of these soft law methods and processes are used in conjunction with hard 

law methods, or they gain their legitimacy from the fact that government au-

thorities initiate or guide them in some fashion. Indeed, soft law frequently de-

velops in the shadow of hard law and takes its cues from traditional statutory 

directives or regulatory priorities. 

 But soft law also can transcend hard law by tapping a broader and more 

flexible collection of governance approaches.6 Whereas hard law tends to be 

top-down and technocratic in character, soft law is more bottom-up and multi-

dimensional. “Soft law approaches provide key benefits in their adaptability and 

capacity to respond swiftly to new information about the regulated products or 

associated risks,” argues Walter G. Johnson.7 Furthermore, he states: “The extra 

degrees of freedom offered by nontraditional regulation further enables innova-

tion in the governance tools selected, created, or combined.”8 As Johnson sum-

marizes, most scholars studying soft law mechanisms repeatedly stress how 

speed and flexibility represent its primary advantages over hard law mecha-

nisms.9 

 It is a mistake to believe hard law versus soft law represents an either-or 

choice. They are more symbiotic. For many soft law governance models, it is 

often said that “[g]overnment steers and industry rows.”10 Other phrases for this 

sort of coregulatory approach are “conditioned self-regulation” and “regulated 

self-regulation.”11 In this sense, governmental officials or bodies push for the 

development of governance mechanisms outside traditional legal channels and 

provide some guidelines for a process, but then leave it to industry and other 

stakeholders to flesh out the details through ongoing negotiations. This is par-

ticularly true for multistakeholder processes. 

 Indeed, among modern soft law tools and approaches, multistakeholderism 

has emerged as the most important and widely used governance mechanism for 

ICT over the past quarter century. Former U.S. Department of Commerce offi-

cials Lawrence E. Strickling and Jonah Force Hill, who were responsible for 
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convening many multistakeholder processes during the Obama administration 

(some discussed below), have documented how these approaches are remarka-

bly varied. 

They encompass a range of procedures, formats, resolution mechanisms, and 

outcomes. In the same way that democratic governments may follow a parlia-

mentary or a presidential system of governance, so too do multi-stakeholder 

approaches vary and adapt to fit the particular governance question at hand. 

Some models lead to decisions whilst others are merely deliberative; some 

have established membership rules and criteria, whilst others allow anyone to 

participate; and some models are intended to last decades whilst others are one-

off processes designed to address a specific challenge of the day.12 

 As with efforts to define soft law more generally, “there is no agreed-upon 

definition of ‘multi-stakeholder governance,’” Strickland and Hill note.13 Mul-

tistakeholderism is not a philosophy in and of itself. Rather, it represents a sort 

of governance disposition and range of governance alternatives, they observe.14 

It is meant to be an open, transparent, inclusive, stakeholder-driven process that 

seeks to build broad-based consensus.15 As will be noted in the case studies that 

follow, a crucial feature of multistakeholderism and most other recent soft law 

processes is the effort to “bake in” important values and safeguards into techno-

logical design processes before or as innovations are introduced. For example, 

it is common to hear participants in soft law efforts stress the need for privacy 

by design, safety by design, and security by design.16 This is often accomplished 

through ongoing meetings, conferences, negotiations, reports, and guidance 

documents, in which stakeholders negotiate and agree to a variety of best prac-

tices. 

 When formal, government-led multistakeholder efforts are also part of this 

process, these best practices can be formalized into agreements that industry 

representatives sign onto in some fashion. This represents an effort to introduce 

what some scholars refer to as “anticipatory ethics” in the early stages of tech-

nological development cycles, but without completely interrupting the innova-

tive process in the same way precautionary hard law enactments might.17 

 In practice, things do not always work out as neatly as implied here. By its 

very nature, soft law lacks precision and formality. But, again, it is also more 

flexible and adaptive. While many tradeoffs are at work, the relative success of 

soft law in any context must always be judged against the alternative—which in 

many cases may be no governance scheme whatsoever. New marketplace and 
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PACING PROBLEM 61, 64 (Gary E. Marchant et al. eds., 2011) [hereinafter THE GROWING GAP]. 
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social realities make traditional hard law governance efforts more difficult to 

formulate or less effective in practice. This has opened the door to soft law al-

ternatives as second-best solutions that can at least produce some governance 

vision, tools, or guidelines for ICT. 

II. WHY HARD LAW HAS FADED FOR ICT 

 As the internet and digital technologies began challenging social, eco-

nomic, and technical norms a quarter century ago, hard law governance tools 

struggled to cope. This forced governments to reconsider their governance ap-

proaches for ICT. 

 Take a few steps back in time and consider how ICT sectors were governed 

prior to 1990. Before the rise of the internet, data networks, digitalization, and 

personal computing, ICT governance focused primarily on analog-based meth-

ods of communications (circuit-switched telephony, radio and television broad-

casting, cable and satellite systems, etc.) and to a lesser extent, on consumer 

electronics and mainframe computing. ICT governance in the analog era was 

highly technocratic. ICT sectors tended to be fairly concentrated, often by de-

sign, as public policy sought to control outcomes for a handful of regulated mo-

nopolies at the national, regional, or municipal level. 

 Governance during this period typically took the form of formal statutes 

and administrative regulations that were top-down and quite rigid in character.18 

The dominant regulatory mechanisms of the past included operating licenses 

and line-of-business restrictions, price controls and rate-of-return regulation, 

technical device and equipment regulations, and various quality-of-service or 

access requirements. In a word, centralization was the norm for ICT sectors and 

the laws that governed them during the analog era. 

 The growth of the internet and digital technologies challenged these long-

standing marketplace and legal realities. The new norm became technological 

decentralization.19 Accordingly, ICT governance would also need to become 

more decentralized. 

 In some cases, regulators took steps that facilitated the move toward soft 

law for emerging sectors, often by simply creating a firewall between older 

(more regulated) sectors and newer ones. For example, in the late 1960s and 

early 1970s, the Federal Communications Commission (FCC) implemented 

three major proceedings that came to be known as the Computer Inquiries.20 

The FCC recognized that computer technologies were being integrated within 

traditional communications systems, but that those new technologies did not fall 

                                                                                                                               
 18. Landeweerd et al., supra note 6, at 5. 

 19. See Chris Dixon, Why Decentralization Matters, MEDIUM: ONEZERO (Feb. 18, 2018), 

https://medium.com/s/story/why-decentralization-matters-5e3f79f7638e [https://perma.cc/WXL9-
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 20. Reg. and Pol’y Probs. Presented by the Interdependence of Comput. and Commc’n Servs., 

Notice of Inquiry, 7 F.C.C.2d 11 (1967); see also Reg. and Pol’y Probs. Presented by the 
Interdependence of Comput. Commc’n Services, Tentative Decision, 28 F.C.C.2d 291 (1970) 

[hereinafter Computer I Tentative Decision]; Reg. and Pol’y Probs. Presented by the 

Interdependence of Comput. Commc’n Servs., Final Decision, 28 F.C.C.2d 267 (1971) [hereinafter 
Computer I Final Decision]. 
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under the agency’s traditional regulatory authority. The FCC (and state regula-

tory bodies) exercised regulatory control over “basic” communications services 

(on the grounds that they were monopolistic), but not more “enhanced” com-

puter services, which were viewed as more competitive. Generally speaking, 

through its three Computer Inquiries, the FCC decided to keep things that way. 

If services were enhanced—or built on interactive information technologies and 

computerized services— then the agency would generally avoid applying tradi-

tional regulations meant for the traditional telecommunications systems. This 

dichotomy was later extended through the Telecommunications Act of 1996 and 

the Clinton administration’s Framework for Global Electronic Commerce, dis-

cussed at greater length below. These decisions left open the question of how 

these newer enhanced computer and digital technologies and networks would 

be governed. Soft law filled that vacuum. Before explaining how it did, the bal-

ance of this section explains how the old ICT governance toolkit came under 

strain because of a variety of other interrelated factors. 

A. The Intensifying Pacing Problem 

 The “pacing problem” refers to the inability of legal or regulatory regimes 

to keep adjusting to the intensifying pace of technological change.21 It is one of 

the most commonly cited reasons for using soft law processes and multistake-

holder arrangements. 

 Today’s ICTs work in a symbiotic fashion, and “concurrent technological 

revolutions”22 are taking place in which the building blocks of one technological 

process can simultaneously act as a catalyst for developments in many other 

fields, including sectors well beyond traditional ICT fields. The underlying tech-

nological drivers of these “revolutions”—microchips, sensors, wireless net-

working and geolocation capabilities, digital code, cloud computing, 

cryptography and anonymization tools, and more—are becoming faster, 

cheaper, more powerful, and easier to find and use. 

 As these technologies work together and their development accelerates, it 

is giving rise to “seismic innovation[s]” that often catch policymakers by sur-

prise and challenge long-held assumptions underlying traditional regulatory re-

gimes.23 Consulting firm Deloitte notes, “New technologies that used to have 

                                                                                                                               
 21. See Adam Thierer, The Pacing Problem and the Future of Technology Regulation, 

MERCATUS CTR.: THE BRIDGE (Aug. 8, 2018), https://www.mercatus.org/bridge/commentary/ 

pacing-problem-and-future-technology-regulation [https://perma.cc/UQ9F-WU8W]. 
 22. Gary E. Marchant, The Growing Gap Between Emerging Technologies and the Law, in 

THE GROWING GAP, supra note 17, at 19, 19. 

 23. CRISTIE FORD, INNOVATION AND THE STATE: FINANCE, REGULATION, AND JUSTICE 167 
(2017); see Strickling & Hill, supra note 12, at 302 (“[T]raditional governance organisations and 

regulatory mechanisms often cannot keep pace with the rapid technological changes that character-

ise the internet, nor can they effectively incorporate the views of the diversity of stakeholders nec-
essary to develop innovative or equitable answers for technology policy questions.”). 
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two-year cycle times now can become obsolete in six months, and the pace of 

change is not slowing.”24 

 This is the supply side of the pacing problem. Important demand-side fac-

tors are also at work. As the public gains access to various new technologies 

(and becomes more reliant upon them), they come to expect that even more (and 

better) technological capabilities will be forthcoming.25 Innovators have to 

move faster to meet those societal expectations, which means governance re-

gimes need to be nimble and able to adapt more quickly as they do. Putting the 

proverbial technological genie back in the bottle will not be easy once the public 

has gained access to those new goods and services.26 With the pacing problem 

becoming a dominant and undeniable reality across so many sectors today (ICT 

and otherwise), more flexible soft law governance methods have become essen-

tial. 

B. Technological Convergence and Blurring Governance 

Boundaries 

 ICT has always been a broad umbrella term covering an assortment of sec-

tors and technologies with ever-changing boundaries. This has created classifi-

cation challenges for lawmakers and regulators and led to debates of an almost 

metaphysical nature. For example, what is a “telephone,” “television,” or “ra-

dio”? These terms had widely accepted definitions in ICT’s analog era. But in 

an age of widespread technological convergence and rapid-fire combinatorial 

innovation, with new technologies multiplying and building on top of one an-

other in the symbiotic fashion discussed above, those concepts evolved and 

blurred rapidly.27 As a result, almost as soon as new ICT laws or regulations are 

enacted, they are confronted with new marketplace realities and technological 

changes that call into question legal classifications or regulatory distinctions—

especially those formulated decades ago. 

 Nothing has shattered traditional regulatory norms quite like the rise of the 

smartphone. One device now incorporates dozens of different functions or ap-

plications that were previously quite distinct, such as photography, mapping, 

retail shopping, gaming, live video, and voice telephony. Regulating telephony 

was a more straightforward affair when a single phone line came into each home 

to connect a rotary-dial telephone—which was used exclusively to make voice 

calls. With the rise of the internet, IP-enabled communications, and the spread 

                                                                                                                               
 24. SHRUPTI SHAH ET AL., THE REGULATOR OF TOMORROW: RULEMAKING AND ENFORCEMENT 

IN AN ERA OF EXPONENTIAL CHANGE 3 (2015), https://www2.deloitte.com/content/dam/Deloitte/tr/ 

Documents/public-sector/Regulator-of-tomorrow_vFINAL.pdf [https://perma.cc/B2TV-UBQJ]. 

 25. See Adam Thierer, The Pacing Problem, the Collingridge Dilemma & Technological 
Determinism, TECH. LIBERATION FRONT (Aug. 16, 2018), https://techliberation.com/2018/08/16/ 

the-pacing-problem-the-collingridge-dilemma-technological-determinism [https://perma.cc/4QEF-

FUEP]. 
 26. FORD, supra note 23, at 19–20 (“There is no putting the genie of innovation back into her 

bottle, and nor would most of us actually want to.”). 

 27. Hal R. Varian, Computer Mediated Transactions, 100 AM. ECON. REV. PAPERS & PROC. 
1, 1 (2010). 

 



Thierer 

 

 

86 61 JURIMETRICS 

of wireless networks and mobile phones, the traditional governance realities and 

corresponding regulatory tools have been weakened as smartphones continue to 

evolve more rapidly than the old rules.  

 Change continues. With the rise of blockchain technologies and even more 

decentralized crypto-networks, some predict that “the core internet services will 

likely be almost entirely rearchitected in the coming decades,”28 meaning that 

the pacing problem could grow to become an even bigger governance challenge. 

Meanwhile, the continued growth of the internet of things (IoT)—the growing 

universe of internet-connected appliances—is placing added strain on hide-

bound regulatory distinctions.29 “Smart” fitness devices and “connected” cloth-

ing that can track one’s movement and even one’s heartbeat are just two 

examples of ICT applications that were never envisioned under traditional com-

munications laws and regulations. 

 Because soft law is not boxed in by rigid preconceptions of what a particu-

lar technology or technological process is or entails, it is often more equipped 

to address these new marketplace realities. Soft law can adapt as technologies 

do. Hard law, by contrast, struggles to adapt as rapidly for the reasons stated 

next. 

C. Legislative Dysfunctionalism and Agency Resource Constraints  

 As digital technologies have multiplied, the universe of potential policy 

concerns has also expanded considerably. Lawmakers in Congress and state leg-

islatures struggle to keep up, due to the pacing problem discussed above as well 

as larger problems inherent to modern legislative and regulatory processes. 

 Policy-making processes move slowly because of constitutional, bureau-

cratic, and other legal constraints as well as the more rigid nature of traditional 

regulatory systems. Cristie Ford notes that the problem with “old-style Welfare 

State regulation” is that it is “a clumsy, blunt instrument for achieving regulatory 

objectives” due to its reliance upon “one-size-fits-all mandates, prohibitions, 

and penalties.”30 “Formal rulemaking is simply too time-consuming,” other 

scholars note.31 

 Twenty years ago, Jonathan Rauch coined the term “demosclerosis” to de-

scribe the “government’s progressive loss of the ability to adapt.”32 If anything, 

legislative and regulatory processes have slowed down even more since then.33 

Inadequate resources are also part of the problem, with Congress facing a com-

plex, rapidly evolving set of technical issues but devoting only limited resources 

                                                                                                                               
 28. Dixon, supra note 19. 

 29. See generally Adam Thierer, The Internet of Things and Wearable Technology: Addressing 
Privacy and Security Concerns Without Derailing Innovation, 21 RICH. J.L. & TECH. 1 (2015). 

 30. FORD, supra note 23, at 83. 

 31. Mark D. Fenwick et al., Regulation Tomorrow: What Happens When Technology Is Faster 
than the Law? 6 AM. U. BUS. L. REV. 561, 572 (2017). 

 32. JONATHAN RAUCH, GOVERNMENT'S END: WHY WASHINGTON STOPPED WORKING 125 

(1999). 
 33. Marchant, supra note 22, at 23. 
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to technical staff or studies to better understand these developments.34 A recent 

Deloitte survey of U.S. Code reveals that 67 percent of federal regulations have 

never been updated and that 17 percent have only been updated once.35 An Au-

gust 2017 survey by the Congressional Management Foundation “found over-

whelming majorities of senior congressional aides believe Congress is not 

equipped to execute its basic functions.”36 

 Meanwhile, as noted previously, innovators and technologies continue to 

arise quickly while policymakers are still coming to grips with previous devel-

opments—thus creating a “competency trap.”37 With these problems in mind, 

academic articles and media reports about modern tech policy-making efforts 

frequently note that the law is unable to adequately address emerging technolo-

gies and their associated concerns.  

 One solution to these problems would be to liberalize old regulatory re-

gimes and deregulate sectors that are experiencing faster technological change 

and added competition. In recent decades, however, deregulatory outcomes 

have become just as rare as efforts to expand the horizons of the regulatory state 

to take on new challenges. Following a brief wave of deregulatory efforts in the 

1970s and 1980s, comprehensive regulatory reforms have largely stalled. The 

Trump administration attempted to slow the growth of new regulation, and was 

successful to some extent. But no major agency downsizings or targeted dereg-

ulations occurred after he came into office. There may be many reasons for this, 

but what matters for purposes of this inquiry is that hard law of a deregulatory 

nature has become stifled by the same factors and forces that frustrate hard law 

enactments of a regulatory nature. 

 Thus, while they no doubt find it frustrating, soft law alternatives may be-

come a second-best alternative for supporters of deregulation. Once deregula-

tion supporters and proponents of greater government oversight realize that 

hopes of comprehensive reform are less likely in today’s legislative environ-

ment, they may embrace the role of soft law governance. 

D. Globalization and Innovation Arbitrage  

 Increasingly interconnected global markets have also placed strains on 

some elements of traditional domestic regulatory mechanisms. Modern ICT 

                                                                                                                               
 34. Marci Harris, Congress vs. the “Pacing Problem[s],” MEDIUM (Aug. 21, 2019), https:// 
medium.com/g21c/congress-vs-the-pacing-problem-s-a887e3ca953f [https://perma.cc/G6MV-65K4]. 

 35. DANIEL BYLER ET AL., USING ADVANCED ANALYTICS TO DRIVE REGULATORY REFORM: 

UNDERSTANDING PRESIDENTIAL ORDERS ON REGULATION REFORM 6, 9 (2017), https://www2. 
deloitte.com/content/dam/Deloitte/us/Documents/public-sector/us-ps-using-advanced-analytics-to-

drive-regulatory-reform.pdf [https://perma.cc/AEC4-F4FF]. 

 36. Jeff Stein, A Staff Survey Shows Just How Broken Congress Is, VOX (Aug. 8, 2017, 11:50 
AM), https://www.vox.com/policy-and-politics/2017/8/8/16112362/congress-survey-broken-yikes. 

 37. David Rejeski, Public Policy on the Technological Frontier, in THE GROWING GAP, supra 

note 17, at 47, 57 (“By the time they catch up, competitive forces have created the next competency 
trap vis-à-vis a new set of actors and technological realities.”). 
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technologies “are truly global and call out for policy approaches that do not re-

spect traditional national borders,” argue Strickling and Hill.38 This is because, 

with the rise of the internet and the continued growth of digital computing, the 

potential for rapid cross-border data flows expanded considerably. 

 Innovation arbitrage has become more prevalent in this environment.39 

Government policies that limit innovative activities often encourage firms to 

“offshore” their operations to jurisdictions with less onerous regulations. Rich-

ard Baldwin, author of The Great Convergence, notes modern ICT has spurred 

a “new globalization,” which has “denationalized comparative advantage by re-

drawing the international boundaries of competitiveness.”40 As jurisdictional 

shopping intensifies, geographically limited hard law regimes will be put under 

further strain, potentially opening the door for more soft law efforts—especially 

those of a multistakeholder variety. 

 To reiterate, all the new developments and realities discussed in this section 

are interrelated, and they have been ushering in a new era of ICT governance. 

Put simply, policymakers no longer have the breathing room they once enjoyed 

to craft proactive regulatory policies for ICT. This does not mean that traditional 

hard law regimes or regulatory procedures are completely irrelevant. Statutes, 

rules, and agencies have, and will continue to play, a major role in the future of 

technological governance. It will likely be a very different role compared with 

the past, however. 

III. HOW THE U.S. GOVERNMENT EMBRACED SOFT LAW 

 As the new realities described above began to take hold, a major govern-

ance shift for ICT sectors occurred in the mid-1990s in the United States. The 

first major development was the Clinton administration’s decision to open the 

internet for commercial activity, which was followed by passage of the Tele-

communications Act of 1996 (Telecom Act). The Telecom Act was notable be-

cause it was a mostly bipartisan affair, gaining support from a Republican-led 

Congress with input from the Clinton administration. 

 Importantly, the Telecom Act’s regulatory provisions were mostly back-

ward-looking. The law was preoccupied with older sectors and regulatory ques-

tions surrounding regulatory distinctions between local versus long-distance 

telephone service, cable and satellite television, and licensed broadcasters ver-

sus other audio and video providers. The internet and interactive services were 

generally just too new to yet be considered important enough to deserve as much 

regulatory attention as more well-established sectors and “essential” services. 

                                                                                                                               
 38. Strickling & Hill, supra note 12, at 310. 

 39. Adam Thierer, Innovation Arbitrage, Technological Civil Disobedience & Spontaneous 

Deregulation, MEDIUM (Dec. 7, 2016), https://medium.com/tech-liberation/innovation-arbitrage-
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 However, the Telecom Act did include one particularly important new pro-

vision known as Section 230, which immunized online intermediaries from lia-

bility for the content and communications that traveled over their networks. The 

immunities granted by Section 230 left most online content determinations to 

digital platforms, who would not face punishing legal liability for third-party 

contributions posted to their sites.41 Congress hoped that by granting platforms 

legal immunity, the platforms could take steps to self-moderate potentially ob-

jectionable content without fear of legal repercussions. Section 230 helped 

spawn today’s diverse internet ecosystem,42 but it also gave rise to a new form 

of governance for a great many forms of content. This is relevant for the case 

study below on content moderation, but it is also important because it repre-

sented a hard law enactment that generated greater reliance on soft law govern-

ance approaches. Incidentally, Section 230 has come under fire from 

Republicans and Democrats in recent years, and calls for reform to curb the 

law’s sweeping scope are growing from both parties.43 But, consistent with the 

themes running throughout this paper, most of these hard law reforms are not 

being finalized—at least not yet. 

 Regardless, the Telecom Act is the last truly comprehensive hard law en-

actment for ICT, at least to date. In 1997, the Clinton administration released its 

Framework for Global Electronic Commerce, which articulated the U.S. gov-

ernment’s approach toward the internet and the digital economy.44 For govern-

ance of the new ICT world, the Framework generally recommended reliance on 

civil society, contractual negotiations, voluntary agreements, and ongoing mar-

ketplace experimentation.45 Specifically, it said: “The private sector should lead. 

                                                                                                                               
 41. Adam Thierer, The Greatest of All Internet Laws Turns 15, FORBES (May 8, 2011), http:// 
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[And the] Internet should develop as a market driven arena, not a regulated 

industry.”46 

 More importantly, the Framework signaled that soft law mechanisms would 

take on greater importance, asserting that “governments should encourage in-

dustry self-regulation and private sector leadership where possible” while 

“avoid[ing] undue restrictions on electronic commerce.”47 The document added 

that “parties should be able to enter into legitimate agreements to buy and sell 

products and services across the Internet with minimal government involvement 

or intervention.”48 Furthermore, it stated: “Where governmental involvement is 

needed, its aim should be to support and enforce a predictable, minimalist, con-

sistent and simple legal environment for commerce.”49 

 This represented a sea change in approach for the governance of ICT sec-

tors, and the Framework’s collaborative governance vision has been indicative 

of ICT policy in the United States ever since. These same principles have in-

fused other governance frameworks, both domestically and abroad. In late 2011, 

the Organization for Economic Cooperation and Development (OECD) released 

a report, Principles for Internet Policy Making.50 Three of the fourteen recom-

mendations were to encourage multistakeholder cooperation in policy develop-

ment processes, foster voluntarily developed codes of conduct, and encourage 

cooperation to promote internet security. The OECD’s statement of principles 

reflected policy in the spirit of the modern internet era, which had become heav-

ily focused on the facilitation of soft law solutions and multistakeholder pro-

cesses. As noted in the case studies that follow, this commitment to 

multistakeholderism would be reinforced in the United States throughout the 

Obama administration and most recently during the Trump administration. 

 While soft law has always been with us, its moment in the spotlight has 

truly arrived. It has grown to be the first option instead of the last for many ICT 

governance matters, particularly in the United States, which is the focus of this 

review. An exploration of several case studies will help make this clear. 

IV. CASE STUDY: DOMAIN NAME GOVERNANCE 

 During the heyday of over-the-air broadcasting and analog telephony, tech-

nical matters involving electromagnetic spectrum allocations or even the assign-

ment of phone numbers involved rigid hard law processes that were 

administered by federal and state regulatory agencies in the United States, and 

by nationalized telecom monopolies in many foreign nations. Network access, 

interconnection, and pricing policies were particularly convoluted and conten-

tious in this environment. Regulatory bodies opened proceedings, held many 
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hearings, received comments, and then, eventually, promulgated and enforced a 

set of rules. Court battles sometimes followed. Change came slowly if it came 

at all. Regulators had the luxury of taking their time when making these deci-

sions because technological change was incremental and the major industry 

players did not change much from year to year. 

 That traditional regulatory approach was ill-suited for the internet and glob-

ally interconnected digital networks. As the world moved out of an age of infor-

mation scarcity and into an era of information abundance, and as technologies 

and companies were evolving at a much more rapid clip, the way that technical 

networking standards were formulated and enforced also needed to evolve. 

 This became evident in the mid-1990s as management of the Domain Name 

System (DNS) became a pressing governance concern. The DNS is often con-

ceptualized as the internet’s phonebook, but it is actually more sophisticated 

than that analogy suggests. The DNS “provides a way of associating alphanu-

meric names, which are easier for humans to use, with the numerical addresses 

that designate every location on the Internet.”51 The DNS was created in the 

early 1980s when the internet was still a very limited, noncommercial commu-

nity. It was meant to be “a simple and stable way for users and applications to 

identify computers on the Internet.”52 The DNS evolved rapidly in ensuing dec-

ades and continued to satisfy that original goal remarkably well. 

 Part of the reason it worked so well was that a broad community of individ-

uals and organizations worked together to keep the system functioning while 

also constantly improving it. The sheer number of individuals and entities that 

have contributed to that goal is far too lengthy to itemize here, but some of the 

most important organizations included the Internet Society (ISOC), the Internet 

Engineering Task Force (IETF), the Internet Governance Forum (IGF), the In-

ternet Architecture Board (IAB), and the World Wide Web Consortium (W3C). 

These groups worked with governments, industry, civil society groups, univer-

sity centers, and other interested parties to create technical standards for the in-

ternet in an iterative, collaborative fashion. 

 Day-to-day management of the DNS fell principally to the Internet As-

signed Numbers Authority (IANA), which was managed originally by a handful 

of university-based computer scientists.53 As the DNS grew, IANA’s responsi-

bilities grew alongside it, and eventually, IANA would receive U.S. government 

support. 

 In the late 1990s, following increased scrutiny of the internet and the DNS 

from the White House, the National Telecommunications and Information Ad-

ministration (NTIA) helped chart a new process to transfer IANA functions to 

the Internet Corporation for Assigned Names and Numbers (ICANN), a non-

profit organization headquartered in California. ICANN would become respon-

sible for managing domain names, both globally and on an independent basis. 
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But there was one important hitch: ICANN would continue to exercise ultimate 

control over the DNS “root zone,” or the top-level domains like .com and .org, 

and it would do so with ongoing contractual oversight by the NTIA. 

 Importantly, however, the NTIA and the Clinton administration also envi-

sioned a process whereby the U.S. government would completely hand off gov-

ernance of the IANA functions to ICANN, as stated in a 1998 memorandum: 

The U.S. government recognizes that its unique role in the Internet domain 

name system should end as soon as is practical. We also recognize an obliga-

tion to end this involvement in a responsible manner that preserves the stability 

of the Internet. We cannot cede authority to any particular commercial interest 

or any specific coalition of interest groups. We also have a responsibility to 

oppose any efforts to fragment the Internet, as this would destroy one of the 

key factors—interoperability—that has made the Internet so successful.54 

This NTIA memorandum kicked off a process that would eventually see tech-

nical management of the DNS fully transitioned to ICANN and managed pri-

vately without any U.S. government control. The formal transition used 

multistakeholder processes to work out details of the transition.55  

 This was an example of the “government steers and industry rows” model 

alluded to earlier, but in this case, it was the U.S. government prodding private 

industry in such a way that all future government steering would cease upon the 

successful transition of IANA functions to ICANN. After two years of multi-

stakeholder meetings and negotiations involving a wide range of groups from 

across the globe, the IANA transition concluded on September 30, 2016, and 

the U.S. government’s contract with ICANN expired. 

 The transition away from U.S. government oversight of the DNS exempli-

fies how soft law—and multistakeholder processes in particular—have become 

an important governance tool for the internet and for ICT policy making more 

generally. Strickling and Hill, who helped guide the IANA transition while 

working at the NTIA, argue that this process “was undoubtedly the largest, most 

complex, and most successful demonstration of the multi-stakeholder approach 

in history” and represented “an audacious experiment in global governance.”56 

 Even critics of ICANN and the IANA transition admit that the transition 

process “was very transparent, and it was more open than traditional govern-

mental and intergovernmental processes. Thus it is a good example of how mul-

tistakeholder processes can be used to discuss complex issues and arrive at 

widely supported conclusions.”57 The Internet Society argues that “the multi-
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stakeholder approach is widely accepted as the optimal way to make policy de-

cisions for a globally distributed network” because “multistakeholder decision-

making is accountable, sustainable and—above all—effective. The better the 

inputs and the more inclusive the process, the better the outputs and their imple-

mentation.”58 

 Multistakeholderism is not without its critics in this or other contexts, how-

ever.59 Some believe that the multistakeholder model is underinclusive or fails 

to build true democratic consensus, with some even referring to it as a “fiction, 

a romantic plot hoping for a happy ending.”60 Concerns about inclusion, repre-

sentation, and consensus—both in terms of having all the appropriate stakehold-

ers and various issues represented—have been particularly evident in global 

discussions about internet governance.61 Moreover, individuals and organiza-

tions primarily focused on specific policy concerns—privacy, security, intellec-

tual property protection, and so on—have often complained that those values 

are underappreciated in multistakeholder negotiations.62 

 Meanwhile, one of the great ironies of multistakeholder DNS governance 

is that ICANN is a private organization that has been given a monopoly over the 

root of the internet’s naming system. ICANN’s creation “represented a privati-

zation of significant aspects of the global governance function,” notes Milton 

Mueller, author of Networks and States: The Global Politics of Internet Gov-

ernance.63 

 Although it is unclear how an alternative arrangement would have worked 

without raising serious functional challenges for global DNS management, con-

cerns about ICANN’s unique role and power remain. Under ICANN, DNS gov-

ernance is likely to be less politicized than an alternative governance regime 

under the ITU, but that does not mean ICANN’s decisions steer clear of all po-

liticized international disputes. The United States and other nations advise 

ICANN through its Governmental Advisory Committee. For context, this Com-

mittee held up the assignment of the .amazon top-level domain to the American 

e-commerce company (rather than the geographic region of the Amazon basin) 

for several years. The governments of the United States and other nations advise 

ICANN through its Governmental Advisory Committee, which, for example, held 

up the assignment of the .amazon top-level domain to the American e-commerce 
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company (rather than the geographic region of the Amazon basin) for several 

years.64 

 Nonetheless, soft law, and multistakeholderism in particular, has worked 

surprisingly well for coordination issues concerning technical domain names. 

The very fact that such a global, fast-growing “network of networks” remains 

so open, interoperable, and reliable is a genuine achievement. Jonathan Zittrain 

of Harvard Law School has observed that the principle of mutual aid is often at 

work when technical internet governance matters are being addressed.65 “His-

torically, the Internet domain has seen infrastructural advances not through care-

fully planned interventions forged self-consciously at any given moment among 

stakeholders participating in a worldwide summit, but rather through an open 

architecture that allows ideas to be floated for general adoption,” Zittrain ar-

gues.66 This mutual aid principle has been at work since the internet’s earliest 

days, and this principle came to infuse a variety of other governance processes 

and arrangements.  

V. CASE STUDY:  

CONTENT MODERATION AND CHILD SAFETY 

 Content oversight is one of the oldest rationales for ICT governance. Even 

before the rise of the internet and digital platforms, soft law played a role in 

governing speech and content over older networks, oftentimes in an effort to 

protect children from content that some deemed objectionable. However, the 

use of soft law in this context was controversial, and that remains true today. 

 Since its inception as the Federal Radio Commission in 1927, the FCC has 

possessed broad “public interest” powers to police broadcast radio and televi-

sion programming for obscene, indecent, or even profane content. Fines and 

license revocation are possible. This is obviously a hard law approach to content 

oversight and regulation. In practice, however, strict enforcement of those poli-

cies was rare. An obvious tension existed between such content controls and the 

First Amendment of the U.S. Constitution. Court battles often ensued whenever 

the agency sought to enforce its content regulations. As time passed and judicial 

scrutiny of content regulation grew more intense, courts gradually curtailed the 

FCC’s enforcement powers. 

 For better or worse, the agency adapted to these enforcement limitations by 

tapping various soft law governance techniques, although they were not called 

that at the time. The FCC’s preferred soft law approach was a combination of 

industry consultations, guidance documents, licensing transfer conditions, and 

“agency threats.” 
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 The agency’s use of letters of inquiry (LOIs)—letters sent to broadcast li-

cense holders inquiring about programming decisions—became an effective 

way to avoid First Amendment concerns and potential objections by the courts. 

These LOIs contained the implicit threat of license revocation should broadcast-

ers not answer questions (or alter programming) to the FCC’s satisfaction. This 

tactic was used so much that industry insiders came to refer to it as “regulation 

by raised eyebrow.”67 One scholar defined it as using “regulatory threats that 

cajole industry members into slight modifications” of their programming con-

tent.68 These letters were “often sufficient to bring licensees’ behaviors into 

compliance with FCC policies,” another scholar concluded.69 This was the case 

even though license revocation was extremely rare; the mere threat was often an 

effective way for the FCC to influence content decisions because license revo-

cation constituted the equivalent of a regulatory death penalty for broadcasters. 

 In addition to LOIs, FCC commissioners would also engage in jawboning 

or “agency threats”70 in speeches and other public statements, including talks at 

major events and industry conventions.71 This jawboning strategy would some-

times also be used by members of Congress during congressional hearings on 

content-related matters. While the FCC’s use of jawboning and agency threats 

in this context declined somewhat in recent years—mostly due to losses in major 

First Amendment cases—the agency has also used its authority to review license 

transfers (primarily in the context of merger and acquisition reviews) to extract 

various concessions from companies seeking the agency’s blessing.72 

 The FCC also used guidance documents to explain its content enforcement 

policies, although sometimes it did not provide much useful clarification about 

what was and was not considered indecent content.73 Language and behavior 

ruled indecent in one context was often found not to be indecent in another.74 
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The use of guidance documents for these purposes has declined in recent years, 

however. 

 Nonetheless, the FCC and other agencies that oversee ICT activity, such as 

the Federal Trade Commission (FTC), still tap some of these same strategies 

today when taking advantage of modern social media platforms to communicate 

their concerns or questions to private parties in an attempt to alter their behavior. 

For example, FCC and FTC officials often use blog postings and social media 

messages to explain new agency decisions. Both agencies and individual com-

missioners increasingly also use Twitter to expound upon their policy objec-

tives. In the process, they often lean on industry and others to change their 

behavior in various ways. 

 In 2011, the U.S. Government Accountability Office began identifying how 

“federal agencies have been adapting commercially provided social media tech-

nologies to support their missions,” including Facebook, Twitter, and YouTube. 

75 It also stated: “These include reposting information available on official 

agency Web sites, posting information not otherwise available on agency Web 

sites, soliciting comments from the public, responding to comments on posted 

content, and providing links to non-government sites.”76 

 The use of social media by agencies and agency officials has only expanded 

since then. What makes this notable is that the postings agencies make on social 

media are essentially the least formal of the various types of informal guidance 

techniques that agencies use. The effect of such social media–enabled soft law 

approaches remains unclear, but it seems likely to grow. Some analysts fear that 

social media guidance could become a form of “stealth regulation” that avoids 

the accountability and transparency requirements associated with the Adminis-

trative Procedure Act and other formal rulemaking procedures.77 Nonetheless, 

these practices represent a major new frontier in soft law policy making. 

 Soft law has also played an important governance role for movies, video 

games, and social media platforms. In these cases, industry self-regulation be-

came the dominant soft law governance approach after various others schemes 

failed. For motion pictures, the familiar rating system of the Motion Picture As-

sociation of America (MPAA) is a self-regulatory content-labeling scheme that 

has been enforced by the movie industry and theater operators since 1968. 

MPAA ratings have expanded over time and are also accompanied by additional 

content descriptors explaining what viewers can expect to see in the movie. 

 The MPAA system replaced a very strict industry-enforced censorship re-

gime known as the Hays Code, which tightly limited creative choices by 
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filmmakers to ensure content was “wholesome” and “moral.”78 While not for-

mal regulation, the Hays Code was a highly restrictive effort meant to appease 

politicians and other critics of motion picture content, which included municipal 

censorship boards. The MPAA developed its rating system to allow more artistic 

freedom, but also more content transparency and choice for movie producers 

and the public. In essence, a restrictive form of self-regulatory soft law (a self-

censorship code of conduct) was replaced by a more flexible form of soft law 

(content classification ratings plus voluntary labels and educational efforts). 

 Video game content labeling is another area where soft law has played an 

important role and, in some ways, followed in the footsteps of the movie indus-

try. Almost as soon as video games began capturing the public’s attention, pa-

rental concerns grew in response to gaming content that many deemed 

excessively violent for children.79 Eventually, lawmakers began responding to 

these concerns with hearings and then legislative proposals aimed at limiting 

children’s access to violently themed games.80 

 Video game developers and others concerned about free speech issues be-

gan working together to devise self-regulatory solutions to respond to pressure 

from federal and state lawmakers, who were pitching a variety of more formal 

restrictions on youth access to video games. The result was the 1994 formation 

of the Entertainment Software Rating Board (ESRB), a self-regulatory rating 

and labeling body for video game content. The ESRB content rating system was 

even more robust than the MPAA scheme for movies, with many additional 

content descriptors for game content.81 

 Importantly, enforcement of the ESRB rating system was facilitated by the 

willingness of leading video game console makers like Sony, Microsoft, and 

Nintendo. Those companies agreed to embed within their systems’ metadata 

screening capabilities that let parents easily block games rated inappropriate for 

children under a certain age by the ESRB.82 The ESRB also enforces self-regu-

latory advertising code of conduct and various privacy certification “seals” 

which are intended to demonstrate that participating companies adhere to certain 

best practices for web and mobile privacy.83 Today, the ESRB soft law ratings 

scheme is the primary governance mechanism in this arena, especially after 
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state-based efforts aimed at regulating access to video games eventually lost in 

court battles that went all the way to the Supreme Court.84 

 While the effectiveness of MPAA and ESRB voluntary classification and 

rating schemes is still debated, those systems continue to evolve to cover a grow-

ing universe of movie and video game content. At least in terms of longevity, 

visibility, and adaptability, they have been relatively effective soft law govern-

ance schemes. The same is not true of internet content rating schemes that were 

developed partially in response to growing calls for online content regulation, 

primarily to limit underage access to adult materials. 

 In the mid-1990s, various online child protection laws were proposed or 

implemented, both in the United States and abroad. In the United States, Con-

gress initially sought to bring the internet under the regulatory regime of the 

broadcast era through the Child Online Protection Act (COPA), which was later 

ruled to be unconstitutional. But this and other regulatory efforts led providers 

of major global information technology (Microsoft, AOL, British Telecom) and 

other parties to form the Internet Content Rating Association (ICRA) in 1999.85 

 ICRA did not rate internet websites or the content itself, but instead left it 

to the content providers to do so voluntarily, using the ICRA content classifica-

tion system. These voluntarily imposed ICRA labels (affixed to web sites in the 

form of metadata tags) were then supposed to be screenable by web browsers 

according to user specifications.86 ICRA also made a free internet filter available 

to the public that let users block content according to their desired specifications. 

At the same time, the World Wide Web Consortium was helping develop the 

Platform for Internet Content Selection (PICS), another metadata labeling and 

screening system. Launched in 1995, PICS attempted to make it easier for users 

to filter objectionable online content using various third-party rating services.87 

 ICRA and PICS floundered from the beginning due to the daunting com-

plexity of the task at hand. While MPAA and ESRB voluntary content ratings 

proved fairly successful, the ICRA and PICS labeling schemes never gained 

traction and were eventually abandoned altogether. One reason for this failure 

relates to the scope of covered material. ICRA and PICS had the impossible task 

of getting voluntary ratings and screenable metadata tags associated with all in-

ternet pages globally. Few sites were willing or able to self-label their constantly 
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changing web pages.88 There were also definitional challenges that made clas-

sification difficult. By contrast, MPAA and ESRB had far more focused mis-

sions. Those organizations only sought to rate “professional” movies and video 

games, respectively, which constituted a far smaller universe of content relative 

to all internet websites and content. 

 Moreover, once MPAA and ESRB rated content, they only needed buy-in 

from major movie and game distributors to make sure their respective rating 

systems were enforced. Theaters and game console makers went along with the 

plans, and the rating schemes became widely used and recognized. The same 

was not true for ICRA or PICS. Operating at the scale of the global internet and 

asking countless website managers to voluntarily self-label so much content 

proved an impossible task. 

 Internet content management has grown more sophisticated since the de-

mise of ICRA and PICS, but challenges have multiplied. Major digital platforms 

like Google, Facebook, and Twitter have developed robust content management 

policies and tools that help the public avoid too easily stumbling upon porno-

graphic sites or images. This was accomplished using automated algorithmic 

screening systems backed up by human review. However, pornography was not 

the only type of potentially objectionable content online providers confronted. 

Today’s debates over “content moderation at scale” involve various types of 

hate speech, communications from extremist groups, trolling, cyberstalking, and 

even so-called fake news.89 

 Semantic debates about what each of these terms means has created new 

challenges for ICT governance efforts.90 Moreover, the “volume problem”—

that is, the ever-increasing volume of information available online—has become 

more acute. Mike Masnick of TechDirt has noted that roughly 6,000 videos are 

uploaded every minute to Google-owned YouTube alone, which equals about 

8.6 million videos per day, and approximately 250 million new videos in a 

month. Masnick observes that even if Google is 99.99 percent “accurate” in 

screening out objectionable content, it would still mean roughly 26,000 “mis-

takes” each month. And that is assuming a level of accuracy that is impossible 

to achieve in practice.91 
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 The combination of technical and legal challenges led many experts to rec-

ommend greater reliance on educational efforts and user-empowerment solu-

tions. Over the past two decades, governments and private organizations formed 

several blue-ribbon task forces to study new governance approaches that might 

help address online safety and content management concerns. Between 2000 

and 2009 alone, five major task forces or blue-ribbon commissions were formed 

to study online safety issues and consider what should be done to address them.92 

Generally speaking, these were multistakeholder efforts involving a diverse set 

of experts from academia and think tanks, corporations and professional trade 

associations, advocacy organizations, and various government agencies. There 

was consensus in their final recommendations, which included a variety of 

online safety best practices, educational approaches, and technological empow-

erment solutions. Again, these represent soft law efforts because governments 

often blessed these groups and efforts but then left it to them to establish best 

practices for online content management. 

 In summary, for content management in ICT sectors, there has been an un-

mistakable trend away from hard law and toward various types of soft law so-

lutions. At least in the United States, this trend is likely to continue. It remains 

to be seen how the more decentralized soft law approaches favored by the 

United States adjust to the more restrictive speech and content controls some-

times enacted by global governments. This is a particularly difficult challenge 

for large, U.S.-based multinational companies confronted with conflicting 

speech values and content management policies in the other countries in which 

they provide service.93 

VI. CASE STUDY: DIGITAL PRIVACY 

 While content-related issues have been a long-standing focus of ICT gov-

ernance, privacy and data protection represent more recent concerns. There 

were, however, some important hard law enactments focused on privacy issues 

over the past fifty years. Congress passed targeted privacy or data protection 

laws such as the Fair Credit Reporting Act of 1970,94 the Cable Communications 

Policy Act of 1984,95 the Video Privacy Protection Act of 1998,96 the Health 

                                                                                                                               
18/17362542426/google-ceo-admits-that-impossible-to-moderate-youtube-perfectly-cnbc-blasts-hi 
m.shtml [https://perma.cc/9UBL-YVLY]. 

 92. Adam Thierer, Five Online Safety Task Forces Agree: Education, Empowerment & Self-

Regulation Are the Answer, PROGRESS ON POINT (Progress & Freedom Found., Wash., D.C.), July 
2009, at 1. 

 93. Cara Curtis, Facebook’s Global Content Moderation Fails to Account for Regional 

Sensibilities, TNW (Feb. 26, 2019), https://thenextweb.com/socialmedia/2019/02/26/facebooks-glo 
bal-content-moderation-fails-to-account-for-regional-sensibilities [https://perma.cc/G8MY-UGET. 

 94. 15 U.S.C. §§ 1681–1681(u). 

 95. 47 U.S.C. § 551. 
 96. 18 U.S.C. § 2710. 

 



 Soft Law in U.S. ICT Sectors: Four Case Studies 

 

 

FALL 2020 101 

Insurance Portability and Accountability Act (HIPAA) of 1996,97 and the Chil-

dren’s Online Privacy Protection Act (COPPA) of 1998.98 But the United States 

never implemented an overarching national privacy law as other countries did. 

 As online activity expanded in the late 1990s, interest in digital privacy 

issues increased alongside it. Because the United States lacks a lead privacy 

regulator or national data protection agency, it fell to the FTC to monitor online 

privacy concerns at the federal level, while states engaged in selective privacy 

enforcement activities. The NTIA also played an important role in guiding fed-

eral privacy policy, especially during the Obama administration. The FTC and 

NTIA’s activities are reviewed in turn. 

 The FTC’s broad authority to police “unfair and deceptive practices” under 

section 5 of the Federal Trade Commission Act gave the agency leeway to ad-

dress privacy and data security matters as the digital economy grew.99 The 

agency used its consumer protection authority to pursue hundreds of privacy- 

and data security-related cases over the past two decades, including enforcement 

actions against large tech companies like Google, Facebook, Twitter, Microsoft, 

and many others.100 The FTC’s body of consent decrees has grown so exten-

sively that some legal scholars refer to it as “the new common law of privacy.”101 

Consent decrees are settlements that regulatory agencies broker with private ac-

tors and which impose penalties on those actors for violating rules enforced by 

the agency.  

 What the FTC created through these consent decrees is akin to a new soft 

law of privacy that reinforces a set of practices the agency has recommended 

over time.102 The FTC used these enforcement actions both “to hold those com-

panies accountable for the promises they make”103 to the public, and also to 
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recommend to others a set of broad-based best practices for handling data going 

forward. Those consent-decree enforcement efforts went hand in hand with the 

agency’s increased reliance on other soft law efforts to fill some of the gaps left 

by the absence of an overarching legislative framework for privacy. 

 The FTC’s privacy-related efforts expanded significantly during the Obama 

administration. In early 2012, it released a report entitled, Consumer Data Pri-

vacy in a Networked World: A Framework for Protecting Privacy and Promot-

ing Innovation in the Global Digital Economy.104 The White House referred to 

it as their “Privacy Blueprint.”105 While calling for Congress to enact a formal 

“Consumer Privacy Bill of Rights,” the document also advocated “a multistake-

holder process to produce enforceable codes of conduct that implement the Con-

sumer Privacy Bill of Rights.” 

 Congress failed to act on the administration’s call for comprehensive pri-

vacy legislation, which meant the multistakeholder approach took on greater 

significance over time. In its Privacy Blueprint, the administration made it clear 

that it wanted several privacy-related values respected. Those values included 

individual control, transparency, respect for context, security, access and accu-

racy, focused collection, and accountability.106 These principles were built on 

Fair Information Practice Principles (FIPPs) that infused earlier hard law pri-

vacy efforts, both within the United States and abroad.107 Privacy by design was 

the touchstone of these efforts and came to infuse soft law activity at both the 

FTC and NTIA.  

 At this point, the NTIA’s role expanded considerably. Shortly after the 

Obama administration released its Privacy Blueprint, the NTIA hosted the first 

in a series of multistakeholder discussions in July 2012. The NTIA’s initial pri-

vacy multistakeholder process focused on mobile app transparency and encour-

aged stakeholders to “engage in an open, transparent, consensus-driven process 

to develop a code of conduct,”108 which they finalized in July of 2013.109 

 A few years later, NTIA tapped this model again, this time for drone pri-

vacy. Following a February 2015 presidential memorandum issued by President 
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Obama on unmanned aircraft systems (UAS), 110 the NTIA was tasked with 

forming a multistakeholder process to address “the privacy, civil rights, and civil 

liberties concerns these systems may raise.” The NTIA hosted numerous stake-

holder meetings “and a diverse group of stakeholders came to consensus on a 

best practices document.”111 The final report contained five voluntary best prac-

tices to “focus on data collected via a UAS, which includes both commercial 

and non-commercial UAS.”112 

 These multistakeholder efforts served as examples of the “government 

steers, industry rows” approach alluded to earlier. In each case, a common set 

of best practices infused the soft law efforts used by the FTC, NTIA, and other 

government agencies when addressing privacy-related matters. Yet, it fell to in-

dustry (primarily major trade associations), civil society, and various other 

groups to work out the details of how these principles would be established and 

enforced. In each instance, these multistakeholder efforts yielded multiple 

events or workshops, ongoing consultations between affected parties and regu-

latory officials, and a consensus document containing best practices for the mat-

ter at hand. 

 But not all of these multistakeholder efforts have borne fruit. A multistake-

holder proceeding intended to address the privacy issues surrounding commer-

cial facial recognition technologies113 led to heated negotiations and a collective 

walkout by privacy advocacy organizations that wanted private companies to 

agree to comprehensive restraints on the use of such technologies.114 

 Still, there were other important privacy-related soft law developments over 

the past two decades. The use of workshops, workshop reports, and other special 

reports to advance privacy and data security goals was a particularly notable 

development. For example, the FTC estimates that, since 1996, it “has hosted 

more than 70 workshops, town halls, and roundtables bringing together stake-

holders to discuss emerging issues in consumer privacy and security.”115 Begin-

ning in 2016, the agency also initiated an annual PrivacyCon event “to bring 

together a diverse group of stakeholders, including white-hat researchers, aca-
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demics, industry representatives, consumer advocates, and government regula-

tors, to discuss the latest research and trends related to consumer privacy and 

data security.”116 

 Although not always billed as formal multistakeholder proceedings, these 

workshops played a similar role by bringing diverse parties together to identify 

privacy threats and potential remedies to them (usually in the form of voluntary 

best practices). Several important privacy-related reports have accompanied 

these FTC proceedings, including a major 2012 report on Protecting Consumer 

Privacy in an Era of Rapid Change: Recommendations for Businesses and Pol-

icymakers.117 The agency followed up with reports focused on the specific pri-

vacy concerns surrounding technologies such as big data,118 IoT,119 facial 

recognition,120 and cross-device tracking capabilities.121 Each report reinforced 

a common set of privacy best practices the agency hoped private developers 

would follow. 

 The FTC has simultaneously expanded use of its website and social media 

accounts to provide additional guidance on these matters.122 Through blog posts, 

YouTube videos, and Twitter postings, the agency has reinforced best practices 

it has repeatedly itemized in its workshops, reports, and consent decrees. The 

agency also uses education and awareness-building efforts to advance privacy 

and data security objectives through OnGuardOnline, a website that offers pri-

vacy and security advice to individuals and businesses.123 Once again, the FTC 

used these educational mechanisms to encourage privacy by design. 
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 The agency, however, never makes it clear whether any of the advice found 

in its workshop reports, its website, or its social media accounts constitutes bind-

ing rulemaking. Most agency followers assume that such activity is not formally 

binding. Nonetheless, using these tools, the agency has repeatedly stressed the 

importance of privacy and data security best practices that it clearly expects dig-

ital innovators to follow. The open question is whether that activity and advice 

forms baseline expectations in the minds of the affected parties that come to 

influence corporate decisions about privacy and data practices. 

 It is impossible to know how much influence these FTC soft law efforts 

have had on private actors, but it seems they are having some effect. In a 2011 

law review article, Kenneth A. Bamberger and Deirdre K. Mulligan explored 

the distinction between what they referred to as “Privacy on the Books and on 

the Ground.”124 They identified how privacy best practices were emerging in a 

decentralized fashion thanks to the activities of corporate privacy officers and 

privacy associations who helped formulate best practices in data collection and 

handling.125 

 These efforts have been greatly facilitated by professional bodies and non-

profit organizations such as the International Association of Privacy Profession-

als (IAPP), the Future of Privacy Forum, and the Council of Better Business 

Bureaus, among others. “The individuals managing corporate privacy have an 

applicant pool of trained professionals to draw from,” Bamberger and Mulligan 

noted. Furthermore, they stated: “There is ongoing training, certification, and 

networking. A community of corporate privacy managers has emerged. Ready 

evidence suggests that substantial effort is made to manage privacy.”126 

 These efforts have expanded considerably since Bamberger and Mulligan 

wrote their article in 2011. For example, IAPP membership jumped from 20,000 

members in 2015 to 50,000 in 2019.127 Because IAPP certifies privacy profes-

sionals, this serves as a rough proxy for the growth of “on the ground” corporate 

compliance efforts. 

 One reason corporate legal counsels and privacy managers may be expand-

ing privacy actions and certification efforts is to respond to the FTC’s (and 

NTIA’s) expanding soft law efforts. Presumably, those private actors also hope 

to avoid onerous regulatory interventions or consent decrees if they fail to make 

such efforts. They are also responding to hard law enactments happening inter-

nationally. It remains difficult to determine how much influence these forms of 

FTC soft law have on private behavior relative to other state actions. This issue 

deserves greater study. 

 Other questions remain ripe for further exploration. As it pertains to 

agency-recommended privacy and data security best practices, where is the line 

between agency advice and agency threats? Similarly, when considering what 
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might trigger enforcement activities and consent decrees, is it fair to hold com-

panies to best practices that were never promulgated through APA procedures? 

These questions are beyond the scope of this paper, but the agency obviously 

hopes that its soft law activities are having some influence on corporate behav-

ior. It remains to be seen whether agency officials can hold private actors to 

standards that are unpromulgated and ever changing, and whether courts will 

grant agencies broad deference to enforce soft law more generally.128 

 Other government agencies besides the FTC and NTIA are tapping soft law 

mechanisms to address privacy concerns. Meanwhile, the Trump administration 

employed multistakeholder approaches and soft law mechanisms to address pri-

vacy, in some cases continuing efforts initiated by the Obama administration.129 

 In September 2019, the National Institute of Standards and Technology 

(NIST), which is part of the Department of Commerce, released preliminary 

voluntary privacy guidelines “to help organizations manage privacy risks” by 

encouraging privacy-by-design efforts.130 As with other soft law guidance doc-

uments, NIST’s Privacy Framework: A Tool for Improving Privacy through En-

terprise Risk Management is even “versioned” like software, with its 

preliminary draft being labeled “Version 1.0.”131 Other soft law efforts have also 

been versioned as if they were computer software (Version 1.0, 1.1, etc.), re-

flecting the way government agencies increasingly view soft law as an iterative 

and adaptive process rather than a fixed endpoint.132 The NIST document, which 

was developed “in collaboration with private and public stakeholders,”133 

stresses the need for a “risk-based approach”134 to dealing with privacy con-

cerns. This effort builds on the NIST’s Cybersecurity Framework, which will 

be discussed in the following section. 
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wp-content/uploads/sites/29/2019/11/Huddleston-Disruptive-Deference-for-Disruptive-Technology. 
pdf [https://perma.cc/R8DB-ERC8] (presented Nov. 25, 2019 at the conference on Technology, 

Innovation, and Regulation). 

 129. See Request for Comments on Developing the Administration’s Approach to Consumer 
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978D]. 

 131. Id. at 1. 
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 Privacy-related hard law enactments may yet prevail and render moot many 

of these soft law efforts. Over the past decade, privacy advocates have expressed 

dissatisfaction with the state of soft law governance and continued their push 

for more aggressive hard law efforts, including a comprehensive “baseline” fed-

eral privacy law.135 After repeated failures to enact such a measure, legislative 

efforts shifted to the state level, where California has led the way with a major 

new law that became effective in 2020.136 State-based privacy laws might raise 

constitutional issues on Commerce Clause grounds, however, and could face 

court challenges or federal preemption.137 If they are struck down, soft law 

might, once again, need to fill the gaps. 

 It is worth noting that some technical industry-led self-regulatory efforts to 

address privacy and data protection have not achieved much success, although 

soft law experiments of this type continue. The Platform for Privacy Preferences 

(P3P) is a good example. Like ICRA before it, P3P began in the early 2000s and 

was intended to serve as a website screening tool, except in this case for privacy 

purposes. P3P let content providers voluntarily add machine-readable metadata 

to their website, which could then be automatically screened by web brows-

ers.138 The system was supposed to signal to users the sort of user information 

the site collected and then allow them to configure their web browsers to deter-

mine how much of their data could be seen or collected. 

 The World Wide Web Consortium, which oversaw the effort, abandoned 

P3P after it failed to gain traction. As with ICRA, the challenge of labeling such 

a massive and ever-expanding universe of sites and content was likely its undo-

ing. As P3P began fading out of consciousness in the late 2000s, the W3C turned 

its attention to the formulation of a Do Not Track (DNT) system, which is a web 

browser standard that allows users to disable tracking by websites and ad ser-

vices. Despite support from many privacy advocates as well as the FTC,139 the 

effort ultimately went down as another failed experiment due to the inability of 

                                                                                                                               
 135. See e.g., Stacey Gray, Long Overdue: Comprehensive Federal Privacy Law, FUTURE 
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 138. Platform for Privacy Preferences (P3P) Project, W3C, https://www.w3.org/P3P [https:// 
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industry and privacy advocates to reach consensus about the nature and scope 

of the DNT standard during ongoing multistakeholder discussions.140 

 In the absence of a more comprehensive effort, the Digital Advertising Al-

liance (DAA), a consortium of the leading national advertising and marketing 

trade groups, continues to operate a fully self-regulatory program called 

YourAdChoices, which allows users to tailor interest-based advertising prefer-

ences.141 But this system only applies to DAA member companies and does not 

incorporate the comprehensive type of blocking that the Do Not Track standard 

would allow. Meanwhile, private ad-blocking technologies and other privacy-

enhancing tools continue to be developed by others. The consultancy eMarketer 

estimates that “one in four US internet users have installed some type of ad 

blocking software on at least one of their devices.”142  

 In summary, a wide range of soft law mechanisms continues to play a role 

in privacy governance in the United States. After many fits and starts, however, 

hard law efforts appear closer to gaining traction. The history of soft law in this 

particular context remains in flux. 

VII. CASE STUDY: CYBERSECURITY 

 While the quality, security, and reliability of interconnected communica-

tions systems has long been a focus of ICT policy,143 these concerns have ex-

panded considerably with the growth of the internet and global digital networks. 

Spam, malware, viruses, data breaches, and critical system intrusions are among 

today’s leading network security concerns. Soft law efforts have played a role 

in addressing these matters for many years. 

 It is worth noting that the internet’s progenitor, Advanced Research Pro-

jects Agency Network (ARPANET), was developed by the Defense Advanced 

Research Projects Agency at the U.S. Department of Defense (DOD) and grew 

out of a Cold War–era fear that traditional communications networks might fail 

during an enemy attack.144 In 1964, Paul Baran, working at RAND for the U.S. 

Air Force, published On Distributed Communications, which critiqued existing 
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military communications network design as centralized and vulnerable.145 Baran 

envisioned a new network that was “designed for data transmission and for sur-

vivability at the outset.”146 

 He advocated that the DOD consider reworking their entire communica-

tions system, moving to a decentralized, all-digital, packet-switched design. In 

this network, diagramed in his paper as a mesh network, there was no central 

point of control, and redundant links served each node in the network. In other 

words, secure and reliable communications were the touchstone of this proposed 

new system, which would eventually influence the creation of ARPANET and 

then, many years later, grow to become the internet. 

 While the internet has indeed proven to be the sort of robust, resilient, and 

all-digital “network of networks” that Baran hoped for, other security vulnera-

bilities developed over time. Spam, or unsolicited email, quickly became an an-

noyance on the commercialized internet. Hard law efforts such as the 

Controlling the Assault of Non-Solicited Pornography and Marketing Act 

(CAN-SPAM) of 2003, which aimed to curtail the flow of unsolicited email 

across digital systems, were largely ineffective at stemming the tide.147 Addi-

tionally, cybersecurity-oriented legislative proposals have stalled due to the law-

making roadblocks identified earlier. As a result, these problems have been 

addressed with various soft law efforts. 

 Companies, trade associations, university centers, and various private or-

ganizations have spontaneously developed what Eli Dourado labels “Internet 

Security without Law.”148 More specifically, internet security is currently being 

pursued largely without hard law. Soft law methods, however, have been central 

to cybersecurity protection for many years. 

 Dourado documented how “informal institutions carry out the functions of 

a formal legal system—they establish and enforce rules for the prevention, pun-

ishment, and redress of cybersecurity-related harms.”149 Network security 

norms and solutions have been cobbled together not through central design or 

regulatory edicts, but through decentralized efforts of many organizations work-

ing collaboratively. These players include internet service providers (ISPs), do-

main name registrars, hosting companies, digital activist organizations, and 

assorted university-based computer science and engineering programs. These 

individuals and entities work with computer security incident response teams 

(CSIRTs), which are embedded within organizations, to address security vul-

nerabilities by sharing information and research about network vulnerabilities 
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and online security attacks.150 Many online cybersecurity discussion forums and 

security blogs also exist, where experts and layman discuss security issues. 

 Led by private developers, voluntary security groups like The Cavalry help 

build awareness about digital security threats and then devise solutions to ad-

dress them.151 Likewise, the Messaging, Malware, and Mobile Anti-Abuse 

Working Group (M3AAWG) was formed in 2004 as “a technology-neutral, 

non-political working body” to “work against botnets, malware, spam, viruses, 

DoS attacks and other online exploitation.”152 With over 200 members, it is the 

largest global industry association of its kind. M3AAWG develops best prac-

tices and education material and assists governments in developing policies for 

these issues. 

 The Internet Society’s Online Trust Alliance also “identifies and promotes 

security and privacy best practices that build consumer confidence in the Inter-

net,” often by forming or facilitating multistakeholder initiatives.153 Likewise, 

the National Cyber Security Alliance promotes internet safety and security ef-

forts among a variety of companies and coordinates Data Privacy Day (held 

annually on January 28)154 and National Cyber Security Awareness Month 

(every October),155 which are collaborative efforts between government and in-

dustry that raise nationwide cybersecurity awareness. The Department of Home-

land Security hosts a website promoting National Cyber Security Awareness 

Month, which offers a constantly updated toolkit of best practices.156 

 More recently, in early 2019, the Electronic Frontier Foundation (a digital 

rights organization), created the Threat Lab, which has been described as a 

“small, nonprofit cybersecurity consulting firm” and “a kind of security crisis 

hotline” for the general public.157 In September 2019, the Council to Secure the 
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Digital Economy—a partnership of 20 major technology trade associations—

released two major cybersecurity reports outlining solutions to major cyber 

threats facing consumers, businesses and governments.158 One report outlined 

“the foundations for multi-stakeholder coordination during cybersecurity cri-

ses” and included a wide variety of best practices to achieve better security.159 

 These security-focused individuals and organizations interact and coordi-

nate with other experts across the globe, which means they are able to quickly 

address concerns that territorial hard law regulations and liability regimes could 

not reach as effectively, if at all. Taken together, these efforts exemplify 

Zittrain’s notion of mutual aid at work.160 Mutual aid has been an essential part 

of cybersecurity and online content management efforts since the turn of the 

century. “The critical lesson is that multi-stakeholder cooperation can take many 

forms, and the Internet can be mediated minute-to-minute through technology 

and praxis as much as through formal hierarchy,” he observes.161 We should 

expect the trend to continue with various players “working together in highly 

provisional, spontaneous, and self-organized ways” to create more robust and 

resilient networks and systems.162 

 Although most of these developments have occurred outside traditional 

hard law processes, soft law in the cybersecurity arena has been influenced by 

government actors, and occasionally, even the threat of regulatory intervention. 

For the most part, government actors have played more of a coordinator and 

educator role on this front. 

 For example, in 2011, the FCC created the Communications Security, Re-

liability, and Interoperability Council (CSRIC), a federal advisory committee 

established pursuant to the Federal Advisory Committee Act to advise the 

agency on various network security matters.163 CSRIC convened 11 different 

working groups made up of stakeholders from industry, academia, nonprofits, 

and other groups. These working groups issued reports on network security and 
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outage best practices, botnet remediation efforts, consensus cybersecurity con-

trols, and more.164 Many of the security groups mentioned earlier, including 

M3AAWG and the Online Trust Alliance, were part of these collaborative mul-

tistakeholder efforts. 

 More recently, the FCC has attempted to address the problem of robocalls 

(unwanted automated phone calls) by encouraging communications and tech-

nology companies to work together on a technical solution. This resulted in the 

development of a new standard called SHAKEN/STIR, which are acronyms for 

Signature-Based Handling of Asserted information using toKENs (SHAKEN) 

and the Secure Telephone Identity Revisited (STIR) standards.165 The North 

American Numbering Council (another federal advisory committee) helped de-

velop the standard,166 which was then supported by the FCC through formal 

regulatory action encouraging its adoption by voice service providers.167 

 These are two examples of soft law models that mix agency encouragement 

and direction with hard work by third parties to develop best practices or tech-

nical solutions to vexing security issues. These FCC efforts might be thought of 

as additional examples of the “government steers and industry rows” model of 

soft law in action. The extent of agency steering versus private sector rowing 

varies in almost every case, however. For older agencies with extensive regula-

tory authority, there tends to be a lot more steering and a greater expectation 

that private actors will fall in line with “voluntary” guidance (almost as if it 

represents formal regulation). 

 For example, the FDA is another agency that, like the FCC, enjoys a long 

history and extensive regulatory authority (including generous leeway from 

Congress to regulate “in the public interest”). Despite broad regulatory author-

ity, the FDA is advancing cybersecurity goals for advanced medical devices 

mostly through guidance documents.168 As with many other FDA guidances, the 

agency’s 2016 “Postmarket Management of Cybersecurity in Medical Devices” 

guidance document has the phrase “Contains Nonbinding Recommendations” 

stamped prominently at the top of each page. In practice, however, the recom-

mendations found in “nonbinding” guidances or codes of conduct tend to be 
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followed because affected parties hope to avoid unwanted regulatory attention 

and aggressive agency action.169 

 Cybersecurity for connected cars is also a governance concern, and soft law 

approaches have been used in this context as well. In October 2016, the National 

Highway Traffic Safety Administration (NHTSA) released “nonbinding guid-

ance to the automotive industry for improving motor vehicle cybersecurity,” 

which included various best practices for the sector.170 In mid-2017, the FTC 

and NHTSA hosted a joint workshop on privacy and cybersecurity for con-

nected vehicles.171 The FTC has also provided ongoing reports, websites, and 

videos offering cybersecurity advice to small business operators.172 

 Still other security-oriented soft law governance efforts are underway. In 

2017, NIST hosted a public workshop on “Enhancing Resilience of the Internet 

and Communications Ecosystem.”173 This followed NIST’s development of a 

“Framework for Improving Critical Infrastructure Cybersecurity,” which con-

sists of standards, guidelines, and best practices to manage cybersecurity-related 

risk.174 The first iteration of that Framework was issued in early 2014, and then 

a revised version was released in April 2018. This reflects an effort to adapt 

guidance documents and best practices at a more rapid pace, in line with tech-

nological developments. The NIST Cybersecurity Framework and cyber insur-

ance have a symbiotic relationship. Insurers play a role in enforcing best 

practices through requirements in the cyber insurance underwriting process, 

while encouraging adoption of the NIST Cybersecurity Framework through 

lower premiums.175 

 Various presidential executive orders were also issued by the Obama and 

Trump administrations that include soft law elements or procedures. In 2013, 

President Obama issued Executive Order 13636, “Improving Critical Infrastruc-
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ture Cybersecurity,” which created a consultative process encouraging interac-

tion and information sharing among public and private actors.176 It required 

sector-specific agencies to “develop implementation guidance or supplemental 

materials to address sector-specific risks.”177 This was followed in 2015 by Ex-

ecutive Order 13691, “Promoting Private Sector Cybersecurity Information 

Sharing.”178 It encouraged the development of Information Sharing and Analy-

sis Organizations to facilitate cybersecurity information sharing and collabora-

tion between the private sector and government agencies.179 On May 11, 2017, 

President Trump issued Executive Order 13800, “Strengthening the Cybersecu-

rity of Federal Networks and Critical Infrastructure.”180 It required federal agen-

cies to work collaboratively to create “an open and transparent process to 

identify and promote action by appropriate stakeholders to improve the resili-

ence of the internet and communications ecosystem and to encourage collabo-

ration with the goal of dramatically reducing threats perpetrated by automated 

and distributed attacks.”181 

 Finally, since mid-2018, the NTIA has been running a Software Component 

Transparency multistakeholder working group that explores, “how manufactur-

ers and vendors can communicate useful and actionable information about the 

third-party software components that comprise modern software and IoT de-

vices, and how this data can be used by enterprises to foster better security de-

cisions and practices.”182 This working group built on an earlier NTIA policy 

effort on cybersecurity vulnerability disclosure, which resulted in multistake-

holder efforts and reports.183 

 These efforts reflect the continuing reliance upon soft law and multistake-

holder process as essential governance strategies for network security in differ-

ent ICT contexts. Barring catastrophic security incidents that prompt rapid 

legislative or sweeping regulatory responses, it seems likely that the use of these 

soft law tools and procedures will become predominant in coming years. 
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VIII. GENERAL LESSONS  

FROM ICT SOFT LAW CASE STUDIES 

 Drawing upon the case studies presented here—as well as the author’s per-

sonal experience as a participant in multistakeholder processes and other soft 

law efforts—Part VIII offers some general thoughts about the use of soft law 

within ICT sectors, and what lessons it might hold for its use in other contexts. 

• The informality of soft law is both its primary strength and greatest 

weakness. The soft law governance approaches used in the ICT arena 

have been remarkably varied. Critics tend to be frustrated by how soft law 

mechanisms are inherently informal and open-ended, while defenders 

stress their flexibility and adaptability. That tension will persist. With soft 

law, there is no Goldilocks formula for getting things just right. Nor does 

soft law offer any silver-bullet solutions.184 Much the same is true of hard 

law, of course, but soft law requires an even greater willingness to settle 

for what will feel like a second-best outcome to many. Participants in soft 

law processes need to temper their expectations and define reasonable 

metrics of success. It is better to view soft law as an iterative, ongoing 

process and not a definitive endpoint. 

• Getting solutions to scale is challenging. Large private institutions may 

sometimes be needed to help administer soft law standards and coordi-

nate governance regimes. Soft law efforts can face serious challenges 

when the scale of the problem being addressed is at the level of the entire 

global internet, or when definitional disputes make coordinated govern-

ance difficult. This was one of the likely reasons that the ICRA content-

labeling system failed while the ESRB rating system succeeded. The 

ESRB system worked not only because it needed to address a limited uni-

verse of content, but also because some of the largest players in the indus-

try (specifically console makers like Sony, Microsoft, and Nintendo) 

agreed to enforce the voluntary ratings scheme (and the machine-readable 

metadata triggers that made it work for consumers). 

Recall how ICANN became the favored solution for domain name man-

agement even though it would have enormous power over the internet’s 

root. While that degree of concentrated power continues to raise concerns, 

it is possible that it is the only way to operate a global, interconnected, 

and reliable DNS system. The uncomfortable reality in both these exam-

ples is that it took a certain amount of private market power among indus-

try leaders, or private organizations, to coordinate multistakeholder-

negotiated standards and voluntary governance schemes. The greater 

irony is that, although soft law and multistakeholder processes are more 

decentralized than traditional hard law schemes, a certain degree of cen-

tralization may still be needed to make those systems work effectively. 
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• Soft law is more likely to achieve concrete, lasting results for technical 

matters than for amorphous social problems. Technical governance ob-

jectives, such as domain name management or specific cybersecurity 

standards, can be complicated and controversial. It is fair to say, however, 

that such technical matters are probably more easily addressed using soft 

law mechanisms compared to amorphous social values such as online 

safety and privacy. The very terms safety and privacy can lead to endless 

and quite contentious philosophical debates about how to define and pro-

tect them, as well as how to address potential conflicts with other im-

portant values (especially freedom of speech). It does not mean soft law 

will be completely ineffective in these contexts, but rather that expecta-

tions will again need to be tempered when amorphous, value-laden mat-

ters are being deliberated. Achieving consensus and workable solutions 

will be far more challenging. If stakeholders can tighten the focus of the 

inquiry, it will improve the chances for more concrete and workable so-

lutions. Once again, this is all just as true for hard law. 

• A tradeoff may sometimes exist between the number of stakeholders in-

volved in multistakeholder processes and the quality of negotiations, or 

the potential for positive outcomes. To ensure that soft law governance 

efforts (especially multistakeholder processes) are democratic, diverse, 

and representative, it is optimal to involve as many stakeholders as possi-

ble. Defining who the right stakeholders are can be complicated,185 and 

some limits may be required to achieve both workability and the potential 

for meaningful consensus. As with traditional legislative and regulatory 

processes, not everyone will get a proverbial seat at the table. Nonethe-

less, organizers of soft law efforts can use other mechanisms to ensure as 

many voices are heard as possible. At a minimum, open public comments 

and ongoing public input are essential. Stakeholders invited to the table 

need to have some “skin in the game” and be willing to work toward con-

sensus and avoid trying to “win” through maximalist demands in one di-

rection or another. 

• Potential tension exists between transparency and quality of outcomes 

in some soft law negotiations. On one hand, transparency is optimal in 

multistakeholder initiatives and other soft law efforts to ensure trust and 

legitimacy. On the other hand, frank conversation and high-quality nego-

tiations may require a certain amount of privacy among stakeholders to 

hammer out workable solutions. This represents an inherent tension in all 

soft law systems. Striking the balance may require a limited space for pri-

vate negotiating while ensuring that most proceedings and major deci-

sions are made in an open and transparent fashion. 

• Soft law and hard law can be compliments, but hard law can sometimes 

crowd out soft law, either by intention or accident. As noted, soft law 

represents a continuum of governance mechanisms that vary in terms of 

how much government action is involved. Government officials will often 
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tap soft law mechanisms while simultaneously pursuing hard law enact-

ments. This has been the case on the privacy front for many years. But if 

those officials are preoccupied with the hard law initiatives, the soft law 

tools might become neglected or crowded out. For example, the Broad-

band Internet Technical Advisory Group (BITAG) is a multistakeholder 

organization that defines best practices for broadband network manage-

ment and provide technical guidance to industry and to the public on those 

issues. The group, which was created in 2010, includes computer scien-

tists and other technologists from universities, corporations, or other ex-

pert organizations.186 In essence, BITAG was intended to be a 

technological ombudsman that could sort through potentially contentious 

network management issues and serve as “a neutral, expert technical fo-

rum and promote a greater consensus around technical practices within 

the Internet community.”187 

BITAG has issued many important reports over the past decade to further 

those objectives, but the group’s work always felt secondary to the FCC’s 

push for a formal net neutrality regulatory regime. A protracted multiyear 

fight over net neutrality rules continues today, while BITAG’s soft law 

efforts are largely unknown to the public. This does not mean BITAG has 

been a failure, but it does raise the question of whether the group might 

have been more visible and effective had the sort of all-or-nothing politi-

cal wrangling over formal net neutrality rules not overshadowed its ef-

forts. 

• Education and awareness-building efforts will likely become an in-

creasingly important part of the soft law governance toolkit. This paper 

identified several leading soft law methods used repeatedly for ICT sec-

tors, including multistakeholder arrangements, best practice formulation, 

agency workshops and reports, experimental sandboxes, and more. These 

approaches have speed and flexibility advantages over hard law. But the 

pacing problem can challenge soft law approaches, and could force poli-

cymakers and affected parties to seek out other flexible governance op-

tions. When all else fails, education and awareness-building approaches 

offer some of the very softest of soft law options. For some regulatory 

agencies, such as the FTC and FDA, risk education and communication 

are already part of their missions, but are often secondary to their enforce-

ment efforts.188 As other governance mechanisms—hard or soft—are for-

mulated, education and risk communication efforts offer government 

officials a backup plan to help inform citizens about risks associated with 

new technological capabilities. Public education and risk communication 

are particularly well suited for fast-moving, hard-to-classify technologies 

such as IoT and artificial intelligence. Accordingly, we should expect 

them to become a bigger part of the soft law toolkit. Critics will likely 

                                                                                                                               
 186. Broadband Internet Tech. Advisory Grp., Initial Plans for Broadband Internet Technical 
Advisory Group Announced, PRNEWSWIRE (June 9, 2010, 9:01 AM), https://www.prnewswire.com/ 

news-releases/initial-plans-for-broadband-internet-technical-advisory-group-announced-95950709. 

html [https://perma.cc/JF9G-U2QE]. 
 187. Id.  

 188. Adam Thierer, The Right to Try and the Future of the FDA in the Age of Personalized 

Medicine 15–18 (July 2016), https://www.mercatus.org/system/files/Thierer-Right-to-Try-FDA-v1. 
pdf [https://perma.cc/Q5T6-64SM] (unnumbered working paper). 



Thierer 

 

 

118 61 JURIMETRICS 

protest that education and risk communication efforts are largely toothless 

because they lack any enforcement element. But these strategies may, in 

certain instances, be the only options governments can tap to continue to 

have input in the way risky technologies are developed or used. 

IX. SOFT LAW AS ONGOING CONVERSATION 

 The case studies discussed in this Article dealt mostly with ICT as defined 

traditionally. However, as noted from the outset, we live in an age of rapid con-

vergence in which the same decentralizing technologies and disruptive forces 

that drove the rise of the internet and the digital economy are now spreading to 

every other sector of the economy. Software and digital technology really are 

“eating the world,” as venture capitalist Marc Andreessen says.189 

 As this occurs, the same soft law tools and approaches used for traditional 

ICT sectors are spreading throughout many other sectors. Over the past decade, 

soft law and multistakeholder processes have been used for technologies as di-

verse as big data, machine learning, and artificial intelligence;190 IoT (i.e., inter-

net-enabled devices and applications);191 policy concerning autonomous 

vehicles (i.e., driverless cars);192 health and medical smartphone applications;193 
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medical advertising on social media platforms;194 mobile applications for chil-

dren;195 3D-printed medical devices;196 and drones.197 

 Meanwhile, “soft law mechanisms are also used as a tool for technology 

policy at the state and local level,” notes Jennifer Huddleston.198 Many states 

have used various soft law approaches to address policy concerns surrounding 

autonomous vehicles.199 Others have tapped regulatory sandboxes to address 

fintech governance.200 

 Each of these and the many other soft law processes discussed throughout 

this Article played out a bit differently. Soft law is inherently informal and ever 

changing. As a governance philosophy, soft law might best be thought of as an 

ongoing conversation instead of the definitive final word on anything. 

 That is why, in the end, soft law governance requires a commitment to con-

tinuous deliberation, consensus building, and pragmatic outcomes. Good-faith 

negotiation is essential to achieve workable results. Parties have to be willing to 

take small steps and achieve “wins” where they can get them, even if they may 

not feel like major victories at the time. None of this will likely feel satisfying 

to participants in these processes. Nevertheless, it may be the best that can be 

hoped for as hard law mechanisms become less effective in emerging technol-

ogy contexts and soft law comes to fill the resulting governance gaps. 
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